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Resilient  Distributed  Systems
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Resilient	
  Distributed	
  Systems	
  

Ø  Inherently  distributed

Ø  Self-­‐aware  services  pursuing  global  goals	
  
Ø  Recurring/dynamic  changes  in  the  environment

Ø  Cloud	
  seHng:	
  nodes	
  in	
  ad-­‐hoc,	
  dynamic	
  

networks	
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Resilient	
  systems:	
  systems  that  remain  dependable,  
even  when  facing  con+nuous	
  change	
  and  are  
constantly  adap+ng  to  it  
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a. Dependable systems b. Resilient systems 

Normal operation 
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POI:  Work

Time:  7AM-­‐4PM


POI:  Cinema

Time:  2PM-­‐4PM


POI:  Shopping

Time:  4PM-­‐6PM


POI:  Shopping

Time:  4PM-­‐6PM


POI:  Home

Time:  6:45PM


POI:  Home

Time:  6:30PM
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POI:  Work

Time:  7AM-­‐4PM


POI:  Cinema

Time:  2PM-­‐4PM


POI:  Shopping

Time:  4PM-­‐6PM


POI:  Shopping

Time:  4PM-­‐6PM


POI:  Home

Time:  6:45PM


POI:  Home

Time:  6:30PM


•  Distributed	
  
•  Open-­‐ended	
  
•  Dynamic	
  

•  Autonomic,	
  adapQve	
  
•  Local	
  knowledge,	
  belief	
  	
  
•  Emergent	
  behavior


Key	
  AVributes	
  &	
  Challenges	
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Ensemble-­‐Based  Component  Systems
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à Integrate  ideas  &  concepts  from  different  areas

à Provide  abstracYons  for  engineering  RDS


DEECo	
  component	
  model:  

Dependable	
  Emergent	
  Ensembles	
  of	
  Components	
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à Brings  separaYon  of  concerns  to  the  extreme


Component-based engineering
  (software engineering concepts)

Agent-oriented Computing
(autonomy)

Control system engineering
(operational normalcy)

Ensemble-oriented systems
(attribute-based communication)

EBCS



DEECo	
  model	
  –	
  Component	
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Components  are  strictly	
  autonomous  units  featuring  cyclic  periodic  
execuYon.


Component


Component


Component
 Component
 Component
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Components  are  strictly	
  autonomous  units  featuring  cyclic  periodic  
execuYon.


Component


Process  C
 Process  D

Process  A


Process  B1
 Process  B2


Component


Component
 Component
 Component
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Ensembles  are  (stateless)  interacQon	
  templates	
  that  describe

a)  When  to  communicate 

b)  What  to  communicate  


Component


Component
 Component
Component


Component
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Ensembles  are  (stateless)  interacQon	
  templates	
  that  describe

a)  When  to  communicate 

b)  What  to  communicate  


Component


Component
 Component
Component


Component


Membership  condiYon  holds


Coordinator


Member


Member


implicit  
knowledge  
exchange


T.  Bures,  I.  Gerostathopoulos,  P.  Hnetynka,  J.  Keznikl,  M.  Kit,  and  F.  Plasil,  “DEECo  
–  an  Ensemble-­‐Based  Component  System,”  to  appear  in  Proc.	
  of	
  CBSE	
  	
  ’13,  2013.  
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Issues  &  Challenges
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How	
  to	
  design	
  EBCS	
  in	
  a	
  systemaQc	
  and	
  effecQve	
  
way?	
  
•  How  to  come  up  with  the  desired  components  and  

ensembles,  according  to  system  requirements?

•  How  to  achieve  design  validaYon  and  traceability?

Classic	
  requirement-­‐driven	
  design	
  approaches	
  do	
  
not	
  suffice.	
  

•  Goal-­‐oriented  approaches
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•  Use-­‐cases,  user  stories,  …


Design  of  EBCS:  The  process  of  idenYfying  and  specifying  the  
desired  components  (knowledge  &  processes)  and  ensembles.
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How	
  to	
  design	
  EBCS	
  in	
  a	
  systemaQc	
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  design	
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Describe  “how“  instead  of  “what”

Inherently  less  adaptable/evolvable.

Require  event  anYcipaYon.
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•  Use-­‐cases,  user  stories,  …


Design  of  EBCS:  The  process  of  idenYfying  and  specifying  the  
desired  components  (knowledge  &  processes)  and  ensembles.
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Describe  “how“  instead  of  “what”

Inherently  less  adaptable/evolvable.

Require  event  anYcipaYon.


Can  the  high-­‐level  concepts  (goals,  actors,  …)  
provide  a  remedy?
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•  Use-­‐cases,  user  stories,  …


Design  of  EBCS:  The  process  of  idenYfying  and  specifying  the  
desired  components  (knowledge  &  processes)  and  ensembles.




Requirements	
  modeling	
  –	
  KAOS	
  

18	
  

Avoid[Vehicles 
out of fuel]

Maintain[Vehicles 
refueled in stations]

Achieve[Alarm issued 
when fuel low]

Achieve[Alarm handled 
when issued]

Achieve[Lot in station 
reserved if available]

Refueling stations
 available 

Refueling stations 
operational

Vehicle Station Operator

Achieve[Vehicles meet 
their deadlines]

Achieve[Trip plan 
is followed]

Goal

Requirement

Domain 
Property

Assumption

LEGEND
P

A

A

P

Ø  Goals have a prominent role 
Ø  Formal methods are used when 

and where needed 

+


+


captures  the  (intended)  system  
behavior  at  a  high  level

allows  for  automaYc  formal  reasoning


–


–


does  not  align  requirements  with  
architecture

is  intended  for  requirements  analysis  
and  documentaYon,  not  system  design


Goal-oriented method for eliciting and analyzing 
the requirements of a software system. 

Applicability  in  design  of  EBCS:


Goal  model

Agent  model

Object  model

OperaYon  model

Behavior  model


KAOS  
specificaYon
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Vehicle

Journey
Planner

Availability(Station)

Plan journey

Meetings
Calendar

OptimalRoute

Parking /
Refueling 

Station

User

ArriveAtDestinations

Stations
Availability

Reservation
Requests

Depender Dependee

Resource Dependency

Task Dependency

Goal Dependency

Softgoal Dependency

Actor

LEGEND

EnterMeetings

Reservation
Confirmations

Methodology for building agent-oriented 
software systems that uses the i* notation. 
Ø  Agent and related notions (goals, 

plans, intentions) have prominent role 
Ø  Focus on early stages of SWD and on 

the organizational context 

Goal  models
 Enhanced  goal  models


Actor-­‐Agent  mapping
BDI  architecture


Applicability  in  design  of  EBCS:


+


+


aligns  the  requirements  phase  with  
architecture  and  implementaYon  phases

preserves  a  manageable  set  of  concepts  
throughout  the  soiware  development  
phases


–


–


comprises  a  number  of  models  with  
manual  mappings  between  them

does  not  cope  with  the  emergent  
architecture  requirement


Ilias	
  Gerostathopoulos,  21/04/2013
            Towards	
  a	
  Requirements-­‐Driven	
  Design	
  of	
  Ensemble-­‐Based	
  Component	
  Systems,	
  HotTopiCS	
  workshop,	
  ICPE	
  ‘13	
  



Vehicle

Availability(Station)

Parking /
Refueling 

Station
Reservation 

Requests

Obtain 
Availability

Obtain Reservation 
Requests

Meet deadlines

Follow optimal 
route

Acquire Route
Reserve places 

in stations

Stop at meeting 
points

Optimal 
Route

Not run out 
of fuel

Obtain reservation 
confirmations

Reservation
Confirmations

Reserve 
Places

Satisfy 
Requests

Update availability 
information

Data 
Accuracy

Assign places

Send Reservation 
Requests

Send Reservation 
Confirmations

Resource

Task

Goal
Softgoal 

Actor
LEGEND

Actor 
boundary

Means-end link
Decomposition 
link
Contributions 
to Softgoals 
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Methodology for building agent-oriented 
software systems that uses the i* notation. 
Ø  Agent and related notions (goals, 

plans, intentions) have prominent role 
Ø  Focus on early stages of SWD and on 

the organizational context 

Goal  models
 Enhanced  goal  models


Actor-­‐Agent  mapping
BDI  architecture


Applicability  in  design  of  EBCS:


+


+


aligns  the  requirements  phase  with  
architecture  and  implementaYon  phases

preserves  a  manageable  set  of  concepts  
throughout  the  soiware  development  
phases


–
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Proposed  SoluYon
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  &	
  Invariant	
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Opera+onal	
  normalcy:  the  property  of  being  within  
the  limits  of  normal  operaYon


Invariant:  condiYon  on  the  knowledge  valuaYon  of  a  
set  of  components  that  captures  the  operaYonal  
normalcy  to  be  maintained  by  the  system-­‐to-­‐be


The  valuaYon  of  the  components’  knowledge  evolves  
as  a  result  of  their  autonomous  behavior  and  of  
knowledge  exchange
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System 
Level

Ensemble 
Level

Component 
Level

Implementation

Refinement step

Idea:  IteraYvely  refine  and  concreYze  invariants  at  the  
system  level  up  to  the  point  where  they  can  be  
mapped  to:

•  Component  processes  (process  invariants)

•  Knowledge  exchange  (exchange  invariants)


Components’  specificaYon


Ensembles’  
specificaYon


Process  invariants


Exchange  
invariants
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(2) Up-to-date V::plan, w.r.t. 
information from P, reflecting 

V::calendar is available

(6) V::planFeasibility w.r.t. 
V::energy and V::traffic is determined

(7) V::availabilityList - V’s  belief  
over P::availability of trip-relevant 

parking lots -  is up-to-date 

(5) Up-to-date V::plan, w.r.t. 
P::availability and V::planFeasibility, 

reflecting V::calendar is available

X

Parking lot

1[V]

1[V]

*[P]

(8) Up-to-date V::plan, w.r.t. 
V::availabilityList and V::planFeasibility, 

reflecting V::calendar is available

P

[P]

[V]

[V]

[P]

[V]

Vehicle

V::availability

V::planFeasibility

(9) V::energy and V::traffic are 
monitored

(10)  V::planFeasibility w.r.t. the monitored 
V::energy and V::traffic is determined

P

V::energy, V::traffic

1[V]

[V]

(1) All Vehicles meet their calendar

(4) an up-to-date plan can always 
be followed by the vehicle and it always 

schedules reaching the destination in 
time

(3) V::position is in 
alignment with the V::plan

P A

V::plan

[V]

[P]

1[V] 1[V]
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(2) Up-to-date V::plan, w.r.t. 
information from P, reflecting 

V::calendar is available

(6) V::planFeasibility w.r.t. 
V::energy and V::traffic is determined

(7) V::availabilityList - V’s  belief  
over P::availability of trip-relevant 

parking lots -  is up-to-date 

(5) Up-to-date V::plan, w.r.t. 
P::availability and V::planFeasibility, 

reflecting V::calendar is available

X

Parking lot

1[V]

1[V]

*[P]

(8) Up-to-date V::plan, w.r.t. 
V::availabilityList and V::planFeasibility, 

reflecting V::calendar is available

P

[P]

[V]

[V]

[P]

[V]

Vehicle

V::availability

V::planFeasibility

(9) V::energy and V::traffic are 
monitored

(10)  V::planFeasibility w.r.t. the monitored 
V::energy and V::traffic is determined

P

V::energy, V::traffic

1[V]

[V]

(1) All Vehicles meet their calendar

(4) an up-to-date plan can always 
be followed by the vehicle and it always 

schedules reaching the destination in 
time

(3) V::position is in 
alignment with the V::plan

P A

V::plan

[V]

[P]

1[V] 1[V]

Process	
  Invariants	
  
Single-­‐component  concern.

Map  to  component  process.


Exchange	
  Invariants	
  
MulYple-­‐component  concern.

Map  to  ensembles.
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Based  Component  Systems  by  Invariant  Refinement,”  to  appear  in  Proc.	
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KAOS
 TROPOS
 IRM

High-­‐level  
modeling


Alignment  of  
requirements  with  
architecture

Dynamic,  emergent  
architecture  support


✔ 
 ✔ 
 ✔ 


✔ 


✔ 
✖ 
✖ 


✖ 
 ✔ 


Novelty:  “IRM  allows  reasoning  along  the  line  of  what  needs  to	
  
hold  in  the  system  at  every  Yme  instant  (invariants),  instead  of  
what  needs  to  be	
  performed  (acYons)  or  achieved  (goals)”
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IRM  designer:  model-­‐based  tool  implemenYng  the  IRM  features



Support  for  dynamic  adaptaYon  based  on  alternaYve  
refinements  (when  different  assumpYons  hold)



Design  rules  and  constraints  for  guiding  the  developer  in  design  
decisions  and  structural  validaYon



Formal  structure  and  semanYcs  of  IRM  à  system  analysis
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QuesYons?
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